OFFICE OF THE DIRECTOR

ALL INDIA INSTITUTE OF MEDICAL SCIENCES
Ansari Nagar, New Delhi-110029

F.No.40-30/2023-Estt.-I(DO) Dated: 25t January, 2024

OFFICE MEMORANDUM

Subject: Constitution of Information Security Steering Committee (ISSC) for Critical
Information Infrastructure.

The committee “Information Security Steering Committee for Protected Systems and for
implementation of Cyber Security Systems at AIIMS, New Delhi” constituted vide OM F.No.40-
30/2022-Estt-I(DO) dated 03 November 2023 is hereby dissolved.

Whereas, the central government has declared the computer resources relating to HMIS
(Hospital Management Information System), LMIS (Laboratory Management Information
System), PACS (Picture Archiving and Communication System) and BBMS (Blood Bank
Management System) being Critical Information Infrastructure (CII) of the AIIMS, New Delhi, and
the computer resources of its associated dependencies, to be Protected Systems for the purpose
of the Information Technology Act, 2000 and authorized certain persons to access the Protected
Systems vide its gazette: extraordinary CG-DL-E-27072023-247654 Part-II Section-II1-Sub-
Section (ii) dated 27 July 2023 (copy attached): AND

Whereas, Rule No. 3(1) of the rules framed under the sub-section (2) of section 87 read with
section 70 of the Information Technology Act, 2000 (21 of 2000), published vide gazette
notification PART II—Section 3—Sub-section (ii) dated 22 May 2018 provides for constitution of
Information Security Steering Committee (ISSC) [copy attached]

In compliance to the same, “Information Security Steering Committee (ISSC)” shall have
the following roles and responsibilities under Rule No. 3(2) of the said Rules:

a) Allthe Information Security Policies of the “Protected Systems” shall be approved by the
I1§SC.

b) Significant changes in the network configuration impacting “Protected Systems” shall be
approved by the ISSC.

c) Each significant change in application(s) of the “Protected System” shall be approved by
the ISSC.

d) Amechanism shall be established for timely communication of cyber incident(s) related
to “Protected System” to ISSC

e) A mechanism shall be established to share the results of all information security audits
and compliance of “Protected System” to ISSC.

f) Assessment for validation of “Protected System” after every two years.




The Information Security Steering Committee (ISSC) with the following composition is
being constituted for the roles and responsibilities mentioned above:
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Additional Director (Administration), AIIMS - Chairperson
Medical Superintendent, AIIMS

Dr. Vivek Gupta, Interim Chief Information Security Officer (CISO)
Sr. Financial Advisor, AIIMS

Representative of NCIIPC

Dr Pooja Gupta, PIC-CF

Dr. Sudip K Datta, Addl. Professor, Dept. of Laboratory Medicine
Mr. Rajiv Gupta, Consultant Cyber Security

Dr. Samarth Mittal, Associate Professor of Orthopaedics, JPNATC
Dr. Arun Verma, Assistant Professor, Hospital Administration

Dr. Devasenathipathy K, Addl. Prof., Radiodiagnosis

Mr. Lalit Bhatia, Technical Director, NIC

Mr. Shyamal Barua, Sr. Programmer, Computer Facility

Mrs. Tripta, Sr. Programmer, Computer Facility

Dr. Poonam Coshic, Main Blood Bank, AIIMS

Mr. Amit Bhati, Sr. Programmer, Computer Facility - Member Secretary

B, o
( Prof. M. Srinivas )
Director

Distribution: (with a request to also circulate it to all officials under their control)
Dean(s) (Academic, Research, Examination)

Medical Superintendent (AIIMS)

Chiefs of all Centres / Head, NCI Jhajjar

Heads of all departments

All members of the committee

Prof. Incharge, CF - With a request to upload this on Institute’s website
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION

New Delhi, the 22" May, 2018
S. 0. 2235(E).—In exercise of powers conferred by clause (zb) of sub-section (2) of section 87 read
with section 70 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes
the following Rules for the Information Security Practices and Procedures for Protected System, namely:-

1. Short Title and Commencement.

(1) These rules may be called the Information Technology (Information Security Practices and
Procedures for Protected System) Rules, 2018.

(2)  They shall come into force on the date of their publication in the Official Gazette.
2. Definitions.
(1) Inthese rules, unless the context otherwise requires -

(a) "Act" means the Information Technology Act, 2000 (21 of 2000);

(b)  “Chief Information Security Officer” means the designated employee of Senior management,
directly reporting to Managing Director /Chief Executive Officer/Secretary of the organisation,
having knowledge of information security and related issues, responsible for cyber security
efforts and initiatives inclliding planning, developing, maintaining, reviewing and
implementation of Information Security Policies;

(c)  "Critical Information Infrastructure” means Critical Information Infrastructure as referred to in
explanation of sub-section (1) of section 70 of the Act;

(d) “Cyber Crisis Management Plan” outlines a framework for dealing with cyber related incidents
for a coordinated, multi-disciplinary and broad-based approach for rapid identification,
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(2)
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1)

information exchange, swift response and remedial actions to mitigate and recover from
malicious cyber related incidents impacting critical processes;

"Cyber Incident" means any real or suspected adverse event that is likely to cause or causes an
offence or contravention, harm to critical functions and services across the public and private
sectors by impairing the confidentiality, integrity, or availability of electronic information,
systems, services or networks resulting in unauthorised access, denial of service or disruption,
unauthorised use of a computer resource, changes to data or information without authorisation; or
threatens public health or safety, undermines public confidence, have a negative effect on the
national economy, or diminishes the security posture of the nation;

“Information Security Management System™ means a set of policies, processes and procedures to
establish, implement, operate, monitor, review, maintain and continually improve information
security and minimize the risks by developing, maintaining, implementing and reviewing the
adequate and appropriate security controls;

“Information Security Steering Committee” means the committee comprising higher
management officials of the organisation, responsible for continuously improving and
strengthening the cyber security posture of the Protected System and also plan, develop, review
remedial actions to mitigate and recover from malicious cyber incidents;

“IT Security Service Level Agreements” means the legally recognised Service Level Agreements
between the service providers and officials related to the “Protected System” for securing
information related to “Protected System™;

“National Critical Information Infrastructure Protection Centre” means the agency established
under sub-section (1) of section 70A of the Act;

“Organisation” means-

(i)  Ministries or Departments of the Government of India, State Governments and Union
territories;

(i)  any agency of the Central Government, State Governments and Union territories;
(iii) any other entity having a ‘Protected System’.

“Protected System” means any computer, computer system or computer network of any
organisationas notified under section 70 of the Act, in the official gazette by appropriate
Government.

“Service Provider” means any authorised individual(s), Government organisation, Public Sector
Units(PSU), private agency, private company, partnership firm or any other body or agency
providing services for the smooth and continuous functioning of the ‘Protected System’.

All other words and expressions used and not defined in these rules but defined in the Act shall have the
meanings respectively assigned to them in the Act.

Information Security Practices and Procedures for “Protected System’.

(a)

(b)

The organisation having “Protected System” shall constitute an Information Security Steering
Committee under the chairmanship of Chief Executive Officer/Managing Director/Secretary of
the organisation.

The composition of Information Security Steering Committee(ISSC) shall be as under:
1) IT Head or equivalent;
(ii))  Chief Information Security Officer (CISO);

(iii) Financial Advisor or equivalent;
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3)

(iv) Representative of National Critical Information Infrastructure Protection Centre (NCIIPC);

(v)  Any other expert(s) to be nominated by the organisation.

The Information Security Steering Committee (ISSC) shall be the apex body with roles and
responsibilities as follows: -

(a)

(b)

(c)

(d)

(e

®

All the Information Security Policies of the “Protected System “shall be approved by Information
Security Steering Committee.

Significant changes in network configuration impacting “Protected System” shall be approved by
the Information Security Steering Committee.

Each significant change in application(s) of the “Protected System” shall be approved by
Information Security Steering Committee.

A mechanism shall be established for timely communication of cyber incident(s) related to
“Protected System” to Information Security Steering Committee.

A mechanism shall be established to share the results of all information security audits and
compliance of “Protected System” to Information Security Steering Committee.

Assessment for validation of “Protected System” after every two years.

The organisation having “Protected System” shall

(a)

(b)

(c)

(d)

(e)

(0

(@

(h)

nominate an officer as Chief Information Security Officer (CISO) with roles and responsibilities
as per latest “Guidelines for Protection of Critical Information Infrastructure” and “Roles and
Responsibilities of Chief Information Security Officers (CISOs) of Critical Sectors in India”
released by NCIIPC; '

plan, establish, implement, operate, monitor, review, maintain and continually improve
Information Security Management System (ISMS) of the “Protected System” as per latest
“Guidelines for Protection of Critical Information Infrastructure” released by the National
Critical Information Infrastructure Protection Centre or an industry accepted standard duly
approved by the said National Critical Information Infrastructure Protection Centre;

ensure that the network architecture of “Protected System” shall be documented. Further, the
organisation shall ensure that the “Protected System” is stable, resilient and scalable as per latest
National Critical Information Infrastructure Protection Centre “Guidelines for Protection of
Critical Information Infrastructure”. Any changes to network architecture shall be documented;

plan, develop, maintain the documentation of authorised personnel having access to “Protected
System” and the same shall be reviewed at least once a year, or whenever required, or according
to the Information Security Management System(ISMS) as suggested in clause(b);

plan, develop, maintain and review the documents of inventory of hardware and software related
to “Protected System”;

ensure that Vulnerability/Threat/Risk (V/T/R) Analysis for the cyber security architecture of
“Protected System” shall be carried out at least once a year. Further, Vulnerability/Threat/Risk
(V/T/R) Analysis shall be initiated whenever there is significant change or upgrade in the system,
under intimation to Information Security Steering Committee;

plan, establish, implement, operate, monitor, review, and continually improve Cyber Crisis
Management Plan (CCMP) in close coordination with National Critical Information
Infrastructure Protection Centre;

ensure conduct of internal and external Information Security audits periodically according to
Information Security Management System(ISMS) as suggested in clause (b). The Standard
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(1)

G

(k)

M

Operating Procedure (SOP) released by National Critical Information Infrastructure Protection
Centre (NCIIPC) for “Auditing of CIIs/Protected Systems by Private/Government Organisation”
shall be strictly followed;

plan, develop, maintain and review documented process for IT Security Service Level
Agreements (SLAs). The same shall be strictly followed while designing the Service Level
Agreements with service providers;

establish a Cyber Security Operation Center (C-SOC) using tools and technologies to implement
preventive, detective and corrective controls to secure against advanced and emerging cyber
threats. In addition, Cyber Security Operation Center is to be utilised for identifying unauthorized
access to “Protected System”, and unusual and malicious activities on the “Protected System”, by
analyzing the logs on regular basis. The records of unauthorised access, unusual and malicious
activity, if any, shall be documented;

establish a Network Operation Center (NOC) using tools and techniques to manage control and
monitor the network(s) of “Protected System” for ensuring continuous network availability and
performance;

plan, develop, maintain and review the process of taking regular backup of logs of networking
devices, perimeter devices, communication devices, servers, systems and services supporting
“Protected System™ and the logs shall be handled as per the Information Security Management
System(ISMS) as suggested in clause (b).

4. Roles and Responsibilities of “Protected System(s)” towards National Critical Information
Infrastructure Protection Centre:-

(1)

2)

(3)

The Chief Information Security Officer (CISO) shall maintain regular contact with the National Critical
Information Infrastructure Protection Centre(NCIIPC) and will be responsible for implementing the
security measures suggested by the saidNational Critical Information Infrastructure Protection
Centre(NCIIPC) using all available or appropriate ways of communication.

The Chief Information Security Officer (CISO) shall share the following, whenever there is any change,
or as required by the National Critical Information Infrastructure Protection Centre (NCIIPC), and
incorporate the inputs/feedbacks suggested by the said National Critical Information Infrastructure
Protection Centre (NCIIPC):-

(a)

(b)
(c)
(d)
(e)
(f)
(8

(h)
6
@

Details of Critical Information Infrastructure (ClIl)declared as “Protected System”, including
dependencies on and of the saidCritical Information Infrastructure.

Details of Information Security Steering Committee (ISSC) of “Protected System”.
Information Security Management System (ISMS) of “Protected System”.
Network Architecture of “Protected System”.

Authorised personnel having access to “Protected System”.

Inventory of Hardware and Software related to “Protected System”.

Details of Vulnerability/Threat/Risk (V/T/R) Analysis for the cyber security architecture of
“Protected System”.

Cyber Crisis Management Plan(CCMP).
Information Security Audit Reports and post Audit Compliance Reports of “Protected System”.
IT Security Service Level Agreements (SLAs) of “Protected System”.

The Chief Information Security Officer (CISO) shall establish a process, in consultation with the
National Critical Information Infrastructure Protection Centre (NCIIPC), for sharing of logs of
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4)

(b)

(b)

“Protected System” with National Critical Information Infrastructure Protection Centre (NCIIPC)
to help detect anomalies and generate threat intelligence on real time basis.

The Chief Information Security Officer shall also establish a process of sharing documented
records of Cyber Security Operation Center (related to unauthorised access, unusual and
malicious activity) of “Protected System” with National Critical Information Infrastructure
Protection Centre(NCIIPC) to facilitate issue of guidelines, advisories and vulnerability, audit
notes etc. relating to “Protected System”.

The Chief Information Security Officer (CISO) shall establish a process in consultation with
National Critical Information Infrastructure Protection Centre (NCIPC), for timely
communication of cyber incident(s) on “Protected System” to the said National Critical
Information Infrastructure Protection Centre (NCIIPC).

In addition, National Critical Information Infrastructure Protection Centre’s latest Standard
Operating Procedure (SOP) on Incident Response shall be strictly followed in case of cyber
incident(s) on “Protected System”.

[No. 1(4)/2016-CLFE]
S. GOPALAKRISHNAN, Jy. Secy.

Digitally signed by
RAKESH RAKESH SUKUL

Date: 2018.06.05
SU KUL 20:05:11 +05°30°

Uploaded by Dte. of Printing at Government of India Press, Ring Road, Mayapuri, New Delhi-110064
and Published by the Controller of Publications, Delhi-110054.







TR ¥, .U 33004/99 REGD. No. D. L.-33004/99

Che Gazette of India

1.3, -8T.0e.-31.-27072023-247 654
CG-DL-E-27072023-247654

AQTYTLT
EXTRAORDINARY
AT [I—ET 3—39-99s (ii)
PART II—Section 3—Sub-section (ii)

ENEEA R R EAI TR
PUBLISHED BY AUTHORITY

. 3230 7% Reeeft, smeafaare, @ 27, 2023/49T@W 5, 1945

No. 3230] NEW DELHI, THURSDAY, JULY 27, 2023/SHRAVANA 5, 1945

AT S T SRt dere
FfeEAT
g fewell, 27 S, 2023

T3, 3376(37).—Ha 19 TLHI, GAAT St Afaf==a, 2000 (2000 1 21) &t 4=T 70 Ft I9-
&I (1) ST SU-2TT (2) BIT W& AT HT TAN FL gU, ATt ATAT S geem, 75 feestt it
ATS(F AT ATHTAAT I % I SAETAT TG GAAT TOTeAT, SEARTITAT e AT TOrTedy, e
ArTEfET Ue wegfashee ffeed o s 9% yeaa orelt & Hefea Fex qareEt ud 39 98T
ST % FYeT FATEAT H I ATATAH F AT (o Uagy GEa qorredT St #edt g &fiw
Referiera =rfeat i d<fera sonferdt @ ag= aar % forg s et &, s -

(F) TLET IOt TF Tg= 941 & fory, stfeer S srgfae deum 7% et gy fofea

TG H GTEE AT WL T SfET e, 72 faeat 1 18 sfsfza 6=,

(@) wfeeTes Tefdd SaT-vaTar a1 i Terh fSoRar F <o 7 F15 q2e7 59 A=egs:ar &
AT G 9gA a9 & forg stfeer st smygfdeme g, 92 Redt gror e = #
ENEETRERIRIE R kY

(T) HTHEAT & WIHET & ATET 9, JMad A apiEse qen, 7€ et g e s &
sTiersa s axrelt, fRfRamres, s aarfieed, adiers & gorarh

2, g ATEAAT TSI H 396 TH1er it At & wamey grm

[T, . 2(5)/2022-Fwar-aT(1)]
S T AT AT

4862 G1/2023 (1)
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 27th July, 2023

S.0. 3376(E).—In exercise of the powers conferred by sub-sections (1) and (2) of section 70 of the
Information Technology Act, 2000 (21 of 2000), the Central Government hereby declares the computer resources
relating to the Hospital Management Information System, Laboratory Management Information System, Picture
Archiving and Communication System and Blood Bank Management System, being Critical Information
Infrastructure of the All India Institute of Medical Sciences, New Delhi, and the computer resources of its associated
dependencies, to be protected systems for the purposes of the said Act and authorises the following persons to access
the protected systems, namely:—

(a) any designated employee of the All India Institute of Medical Sciences, New Delhi authorised in writing
by the All India Institute of Medical Sciences, New Delhi to access the protected system;

(b) any team member of contractual managed service provider or third-party vendor who have been
authorised in writing by the All India Institute of Medical Sciences, New Delhi for need-based access;
and

(c) any consultant, regulator, Government official, auditor and stakeholder authorised in writing by the All
India Institute of Medical Sciences, New Delhi on case to case basis.

2. This notification shall come into force on the date of its publication in the Official Gazette.
[F. No. 2(5)/2022-CL-Part(1)]
SANDIP CHATTERIJEE, SCIENTIST *G’
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